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.\dirChecker.psl -knownGood <known-good image path> -productionImage
<production image path>

<#

.DESCRIPTION

The script looks for files changes/additions between a production
directory (target) and a known-good directory.

.PARAMETER knownGood
Path of the known-good directory.

.PARAMETER productionImage
Path of the production directory (target).

-- Output --
File analysis started.
Any file listed below is a new or changed file.

C:\inetput\wwwroot\index2.aspx
File analysis completed.

#>
param (




[Parameter(Mandatory=$TRUE) ][ValidateScript({Test-Path $_ -PathType
<Container>})][String] $knownGood,

[Parameter(Mandatory=$TRUE) ][ValidateScript({Test-Path $_-PathType
<Container»>})][String] $productionImage

)

# Recursevely get all files in both directories, for each file calculate
hash.

$good = Get-ChildItem -Force -Recurse -Path $knownGood | ForEach-Object {
Get-FileHash -Path ¢ .FullName }

$prod = Get-ChildItem -Force -Recurse -Path $productionImage | ForEach-

Object { Get-FileHash -Path $ .FullName }

Write-Host «File analysis started.»
Write-Host «Any file listed below is a new or changed file. n»

# Compare files hashes, select new or changed files, and print the
path+filename.

(Compare-Object $good $prod -Property hash -PassThru | Where-Object{$_.
SideIndicator -eq <=>»}).Path

Write-Host « nFile analysis completed.»
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sourcetype=»access_combined”

| illnull value=- ‘comment(“Fill all empty fields with -)’

| search status>=»200» status <»300» uril!=- clientip!=-

“comment («Only successful codes 299-200, eliminate blank URIs and
client IPs»)°

| stats min(_time) as start max(_time) as stop dc(useragent)

as dc_user_agent values(useragent) as values_user_agent
dc(clientip) as dc_src values(clientip) as values_src count by uri
“comment («Find first and last time the grouping was found, number
of distinct User Agent strings and IP addresses used to access
that URI»)"

| convert ctime(start) ctime(stop) ~comment(«Convert the times to
a readable format»)’

| search dc_src<=5 OR dc_user_agent<=5 ~comment(«Only URIs with

<=5 unique user agents or IP addresses»)’

| table start stop uri dc_user_agent values_user_agent dc_src

values_src

w9 5loygpmw sl
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sourcetype=»iis»

| illnull value=- ‘comment(“Fill all empty fields with -)’

| search sc_status>=»200» sc_status <»300» cs_uri_stem!=- c_ip!=-
“comment («Only successful codes 299-200, eliminate blank URIs and
client IPs»)"

| stats min(_time) as start max(_time) as stop dc(cs_User Agent)

as dc_user_agent values(cs_User_Agent) as values_user_agent dc(c_

ip) as dc_src values(c_ip) as values_src count by cs_uri_stem HJgkshnugjuu\Sbf

“comment(«Find first and last time the grouping was found, number s
of distinct User Agent strings and IP addresses used to access

that URI»)®

| convert ctime(start) ctime(stop) ~comment(«Convert the times to

a readable format»)"

| search dc_src<=5 OR dc_user_agent<=5 ~comment(«Only URIs with

<=5 unique user agents or IP addresses»)’

| table start stop cs_uri_stem dc_user_agent values user_agent

dc_src values_src

5O Hlin Al o0 (DI Lg Gladdilbolw )5 yoguasd gile e gloaUser Agent
ol 03 Wyl 630 waos b juj Query .3l Lo g cullsd

sourcetype=»access_combined»

| illnull value=- ‘comment(“Fill all empty fields with -’)’

| search status>=»200» status <»300» ~ comment(«Only successful
codes 299-200”)°

| stats count by useragent ~comment(«Group User Agent strings to

w9 5lygpmw sl
Apache

determine frequency»)’
| sort + count ~comment(«Sort count in ascending order»)’
| head 10 ~comment(«Limit results to top 1@. This can be changed

to see more or fewer results»)’

sourcetype=»iis» sc_status>=»200» AND sc_status<»300» °
comment(«Only successful codes 299-200”)" w9 sleygpw sl
| illnull value=- ‘comment(“Fill all empty fields with -’)’ s

| search sc_status>=»200» sc_status <»300» ~comment(«Only




successful codes 299-200»)"

| stats count by cs_User Agent "~ comment(«Group User Agent strings
to determine frequency»)’

| sort + count ~comment(«Sort count in ascending order»)’

| head 10 "~ comment(«Limit results to top 10. This can be changed

to see more or fewer results»)’

L .2l lo Jubog cudled (go i s i Algihi oo HTTP Referer (gale e psléo
S lwlivh ) 3)lgo ¢l ylgio joj Query jloslasiwl

sourcetype=»access_combined»

| fillnull value=- ‘comment(“Fill all empty fields with - (needed to
make blank referer fields searchable)”)’

| search status>=»200» status <»300» ~comment(«Only successful
codes 299-200»)°

| stats dc(uri) as dc_URIs values(uri) as All_URIs count by

referer ~comment(«Counts number of times each URI request is

associated with a unique referer»)’ HJSLSh”U9}“”L5bf
| table referer, All_URIs, dc_URIs Apache

| sort + dc_URIs ~comment(«Sort count in ascending order»)’

| head 10 "~ comment(«Limit results to top 10. This can be changed

to see more or fewer results»)’

sourcetype=» iis»

| fillnull value=- ‘comment(“Fill all empty fields with - (needed

to make blank referer fields searchable)”)’

| search sc_status>=»200» sc_status<»300» ~comment(«Only

successful codes 299-200»)°

| stats dc(cs_uri_stem) as dc_URIs values(cs_uri_stem) as All_ w9 slaygpw sl
URIs count by cs_Referer ~comment(«Counts number of times each

URI request is associated with a unique referer»)’ S
| table cs_Referer, All URIs, dc_URIs

| sort + dc_URIs " comment(«Sort count in ascending order»)’

| head 10 ~comment(«Limit results to top 1@. This can be changed

to see more or fewer results»)’
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sourcetype=»access_combined»

| fillnull value=- ‘comment(“Fill all empty fields with - (needed to
make blank referer fields searchable)”)’

| search status>="200” status<”300” referrer=- uri!="/”

“comment («Only successful codes 299-200 and blank referrer not
from root webpage»)

| stats count by referer, uri " comment(«Counts number of times

w9 sleygpw sl
Apache

each URI request is associated with a unique referer»)’

| table uri, count

| sort - count ~comment(«Sort count in descending order»)’

| head 10 "~ comment(«Limit results to top 10. This can be changed

to add more or fewer results»)’

sourcetype=»iis»

| illnull value=- ‘comment(“Fill all empty fields with - (needed to

make blank referer fields searchable)”)’

| search sc_status>=»200» sc_status<»300» sc_Referer=- cs_uri_

stem!=»/» "~ comment(«Only looking for successful status codes -200 LH9\5Lm99)“”L5bf
299 and blank referer not from the root webpage»)" IS

| stats count by cs_Referer, cs_uri_stem " comment(«Counts number

of times each URI request is associated with a unique referer»)’

| table cs_uri_stem, count

| sort - count ~comment(«Sort count in descending order»)’

| head 10 "~ comment(«Limit results to top 1@. This can be changed

to add more or fewer results»)’
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.\Script.psl -logDir <path to IIS
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#Specify Default parameters
Param (
[ValidateScript({Test-Path $_ -PathType <Container>})][string]$logDir
= «C:\inetpub\logs\»,
[ValidateRange(1,100)][int]$percentile =
)

If ($ExecutionContext.SessionState.LanguageMode -eq
«ConstrainedLanguage»)

{ Throw «Error: must use Full Language Mode (https://devblogs.
microsoft.com/powershell/powershell-constrained-language-mode/)» }

function analyzelLogs ( $field ) {

$URIs = @{}

$files = Get-ChildItem -Path $logDir -File -Recurse

If ($files.Length -eq @) { «No log files at the given location
“n$($_)»; Exit }

#Parse each file for relevant data. If data not present, continue to
next file
$files | Foreach-Object {

Try {
$file = New-Object System.IO.StreamReader -Arg $ .FullName




$Cols = @()
While ($line = $file.ReadLine()) {
If ($line -like «#F*») {
$Cols = getHeaders($line)
} ElseIf ($Cols.Length -gt @ -and $line -notlike «#*» ) {
$req = $line | ConvertFrom-Csv -Header $Cols
-Delimiter <« «
If ( IrrelevantRequest $req ) { Continue; }
#If target field seen for this URI, update our data;
otherwise create data object for this URI/field
If ($URIs.ContainsKey($req.uri) -and $URIs[ $req.uri
].ContainsKey($req.$field) )
{ $URIs[ $req.uri ].Set Item( $req.$field, $URIs[
$req.uri ][ $req.$field ] + 1 ) }
ElseIf ($URIs.ContainsKey($req.uri))
{ $URIs[ $req.uri ].Add( $req.$field, 1 ) }
Else
{ $URIs.Add($req.uri, @{ $($req.$field) =1 }) }
}

}
$file.close()

} Catch {
Echo «Unable to parse log file $($_.FullName) n$($_)»
}

Echo «These URIs are suspicious because they have the least number of
$($field)s requesting them:»

$nth_index = [math]::ceiling( ($URIs.Count) * ([decimal]$percentile /
100))

#Count the unique fields for each URI
ForEach ($key in $($uris.keys)) { $uris.Set_Item( $key, $uris.$key.
Count) }
$URIs.GetEnumerator() | sort Value | Foreach-Object {
$uri_ i = If (Get-Vvariable <uri_i»> -Scope Local -ErrorAction
Ignore) { $uri i + 1 } Else { @ } #initialize/increment counter
If($uri_i -le $nth_index) { Echo «  $($_.Name) is requested by
$($_.Value) $($field)(s)» }
}
}

Function getHeaders ( $s ) {
$s = (($s.TrimEnd()) -replace «#Fields: «, «» -replace «-»,»»




-replace «\(«,»» -replace «\)»,»»)

$s = $s -replace «scstatus»,»status» -replace «csuristem»,»uri»
-replace «csUserAgent»,»agent» -replace «cip»,»ip»

Return $s.Split(«< <)

Function IrrelevantRequest ( $req ) {
#Skip requests missing required fields
ForEach ($val in @(«status», «uri»,»agent»,»ip»))
{ If ($val -notin $req.PSobject.Properties.Name) { Return $True}

#We only care about requests where the server returned success (codes
299-200)
If ($req.status -1t 200 -or $req.scstatus -gt 299)
{ Return $True }
Return $False

analyzelogs «agent»
analyzelogs «ip»
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/Script.py <path to APACHE log file>

import sys
import os.path
import csv

# Script will generate a list of URL that from Apache web access log that
have least unique IP address or unique user-agents
# Written for Python 3

# Ideal Percentage of URL to display
# Will display more base on matching count



urlpercentage = 0.05

# Hold the filename for Apache web access log
weblogfileName = None

# apache log fields
apachelogsfields = [<ip», <identd>, <frank>, <time_part@», <time_partl>,
<request>, «status>, <«size>, <referer>, <user_agent>]

# function output the url based on lower counts unique ip address and
lower counts of unique user-agents
def analyze weblog(filename):

uniqueurlcount = © # count of unique URL in web
log

urls = [] # list of unique URL, also
index into lists of lists of unique ip address and user-agents

uniqueipcount = [] # list of unique ip address
count for URL

uniqueuseragentscount = [] # list of unique use agents for
URL

iplist = [] # list of list of ip address
per unique URL to keep track of unique URL

useragentlist = [] # list of list of user-agents

per unique URL to keep track of unique user-agents

print(«The weblog file to analyze is %s» % filename)
with open(filename, mode=>r>) as csv_file: # read in
web log as csv file
csv_reader = csv.reader(csv_file, delimiter=> <)
for row in csv_reader:

# handles simple case where file has comments start with #
if (row[@][0] != <#>):

#

extract only fields of interest from the web log

ipaddress = row[apachelogsfields.index(<ip»)] # ip
address

request = row[apachelogsfields.index(<request>)] #
request (URL part of request)

status = row[apachelogsfields.index(<status>)] #
user-agent

user_agent = row[apachelogsfields.index(<user_agent>)]
# print(<ipaddress: %s request: %s status: %s user_agent:
%s> % (ipaddress, request, status, user_agent))




url = (request.partition(< <)[2]).partition(« <)[0] #
extract URL from request field
# print (<url %s> % url)
if (status >= <200> and status <= ¢299»): #
only request with status of 299 - 200

if (url not in urls): #

determine if URL is already been seen

uniqueurlcount += 1 # if not
increment unique URL count

urls.append(url) # append
new URL to the unique URL list

uniqueipcount.append(9) # append
an element of zero for the unique ip count list

uniqueuseragentscount.append(0) # append
an element of zero for the unique user-agents count list

newiplist = [] # new
empty element list for ip address tracking per URL

iplist.append(newiplist) # append
empty list to list of list of ip per URL

newuseragentlist = [] # new

empty element list for user-agents tracking per URL
useragentlist.append(newuseragentlist) # append
empty list to list of list of user-agents per URL

if (user_agent not in useragentlist[urls.index(url)]):
# determine if user-agents is in the particular URL list
useragentlist[urls.index(url)].append(user_agent)
# if not append user-agents to user-agents list for the particular URL
list
temp = uniqueuseragentscount[urls.index(url)] + 1
# also increment unique user-agents count for that URL
uniqueuseragentscount[urls.index(url)] = temp
if (ipaddress not in iplist[urls.index(url)]):
# determine if ip address is in the particular URL list
iplist[urls.index(url)].append(ipaddress)
# if not append ip address to ip address list for the particular URL list
temp = uniqueipcount[urls.index(url)] + 1
# also increment unique ip address count for that URL
uniqueipcount[urls.index(url)] = temp

# print(urls)
print(<uniqueurlcount: %s»> % uniqueurlcount)
print(uniqueuseragentscount)

#




# print(uniqueipcount)

# print(<amount of useragentlist: %s> %

len(uniqueuseragentscount))

# print(<amount in the iplist: %s> % len(uniqueipcount))
numberofurltodisplay = urlpercentage * uniqueurlcount #

Determine line that represent percentage of URL wanted
intnumberofurltodisplay = int(numberofurltodisplay)
if (numberofurltodisplay > intnumberofurltodisplay): #
Round up
intnumberofurltodisplay += 1
tempuniqueuseragentscount = uniqueuseragentscount.copy() #
Create a temporary copy of list of unqiue user-agents count to sort
tempuniqueuseragentscount.sort()
#
Array start at @ need to subtract 1- from index
useragentcounttodisplay = tempuniqueuseragentscount[(intnumberofu
rltodisplay 1-)] # determine the count of unique user-agents to display
tempuniqueipcount = uniqueipcount.copy() #
Create a temporary copy of list of unqiue ip address count to sort
tempuniqueipcount.sort()
#
Array start at @ need to subtract 1- from index
ipcounttodisplay = tempuniqueipcount[(intnumberofurltodisplay
1-)] # determine the count of ip address to display

print(<URL with least user agents»)
for count in range (@, (useragentcounttodisplay + 1)): #

Increament thru count to count of unique user-agents to display to order
url output based on count

index = 0@
for elementuseragentcount in uniqueuseragentscount: #
Increment thru unique user-agents count list
if (elementuseragentcount == count): #
List URL where where user-agents is equal to count
print(urls[index])

index += 1

print(<URL with least IP address»>)

for count in range (@, (ipcounttodisplay + 1)): # Increament




thru count to count of unique ip address to display to order url output
based on count
index = ©
for elementipcount in uniqueipcount:
Increment thru unique ip address count list
if (elementipcount == count):
List URL where where user-agents is equal to count
print(urls[index])
index += 1

if len(sys.argv) == 2:
# Simple check if an agrument is passed (assume weblog file
weblogfileName=sys.argv[1]
print («Web log file to read is %s» % weblogfileName)
if(os.path.isfile(weblogfileName)):
analyze weblog(weblogfileName)

else:
print (<Usage: python3 %s <weblogfile>> % sys.argv[0])
# Print usage statement
except Exception as e:
print («You must provide a valid filename (path) of a web logfile»)
raise
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# These signatures are targeted at the China Chopper web shell

# Source: https://www.fireeye.com/blog/threat-research/08/2013/breaking-
down-the-china-chopper-web-shell-part-ii.html

alert tcp any any -> any any (msg: «China Chopper with first Command
Detected»; flow:to_server,established; content: «FromBase64String»;
content: «zl»; content:»POST»; nocase;http_method; reference:url,http://
www . fireeye.com/blog/technical/botnet-activities-research/08/2013/
breaking-down-the-china-chopper-web-shell-part-i.html; sid: 90000101;)

alert tcp any any -> any any (msg: «China Chopper with all Commands
Detected»; flow:to_server,established; content: «FromBase64String»;
content: «z»; pcre: «/Z\d{1,3}/i»; content:»P0OST»; nocase;http_method;
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-
research/08/2013/breaking-down-the-china-chopper-web-shell-part-i.html;
sid: 90000102;)

# These signatures are targeted at the C99 web shell
# Source: https://github.com/jpalanco/alienvault-ossim/blob/master/snort-
rules-default-open/rules/2.9.2/emerging.rules/emerging-web_server.rules

alert tcp any any -> any any (msg:»ET WEB_SERVER c99 Shell Backdoor
Var Override URI»; flow:to server,established; content:»c99shcook]|«;
nocase; http_uri; fast_pattern:only; pcre:»/[&?]c99shcook\[/Ui»;
reference:url,thehackerblog.com/every-c-99php-shell-is-backdoored-
aka-free-shells/; sid:2018601; rev:1; metadata:created_at 24 06_2014,
updated_at 24 06 _2014;)

alert tcp any any -> any any (msg:»ET WEB_SERVER c99 Shell Backdoor Var



Override Cookie»; flow:to_server,established; content:»c99shcook»; nocase;
fast_pattern:only; pcre:»/c99shcook/Ci»; reference:url,thehackerblog.com/
every-c-99php-shell-is-backdoored-aka-free-shells/; sid:2018602; rev:1;
metadata:created at 24 06 2014, updated at 24 06 2014;)

alert tcp any any -> any any (msg:»ET WEB_SERVER c99 Shell Backdoor Var
Override Client Body»; flow:to_server,established; content:»c99shcook[«;
nocase; fast_pattern:only; http_client_body; pcre:»/(?:7|&)c99shcook\[/
Pi»; reference:url,thehackerblog.com/every-c-99php-shell-is-backdoored-
aka-free-shells/; sid:2018603; rev:1; metadata:created at 24 06 2014,
updated_at 24 06 2014;)

#These signatures are targeted at the R57 web shell

# Source: nsa.gov

alert tcp any any -> any any (msg: «R57 Web shell Detected»; content:
«<title>r57 Shell Version «; rev:1; sid: 90000201;)

#These signatures are targeted at the B374k web shell

# Source: nsa.gov

alert tcp any any -> any any (msg: «B374k Web shell Detected»; content:
«<title>b374k «; rev:1l; sid: 90000301;)

#These signatures are targeted at the WSO web shell

# Source: nsa.gov

alert tcp any any -> any any (msg: «WSO Web shell Detected»; content: «on
click=\»g(<SelfRemove>s,null,>>,>5,>>)\»>Self remove</a> ]»; rev:1l; sid:
90000401 ;)

# Source: https://rules.emergingthreatspro.com/9598411999529178/
suricata2.0-/rules/web_server.rules

alert tcp any any -> any any (msg:»ET WEB_SERVER WSO Web

Shell Activity POST structure 2»; flow:established,to_server;
content:»POST»; http_method; content:» name=|22|c|22|»; http client_
body; content:»name=|22|p22|1|»; http_client body; fast_pattern;
pcre:»/name=(?P<q>[\x22\x27])a(?P=q) [*\r\n]*\r\n[\r\n\s]+(?:S(?:
e(?:1fRemove|cInfo) |tringTools|afeMode|ql)|(?:Bruteforc|Consol)
e|FilesMan|Network|Logout|Php)/Pi»; sid:2016354; rev:2; metadata:created_
at 05 _02 2013, updated_at ©5_02 2013;)
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FILE: SCORE: TYPE: SIZE:

FIRST_BYTES:

HD5 :

SHA1:

SHA256: CREATED:
ODIFIED: AGCESSED:

REASON_1: PATTERN:
BSCORE : DESC:

FILE: SCORE: TYPE: SIZE:

FIRST_BYTES:

MD5:

3HA1:

SHA256: CREATED:
ODIFIED: ACCESSED:

REASON_1: HATCH: SUBSCORE:

DESCRIPTION:

HATCHES :

FILE:

FIRST_BYTES:

HD5 :

SHAt:

SHA256: CREATED:
ODIFIED: ACCESSED:

REASON_1: HATCH: SUBSCORE:

DESCRIPTION:

HATCHES :
REASON_2: HATCH: SUBSCORE:

DESCRIPTION:
HATCHES
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Get-WinEvent -FilterHashtable @{logname="”Microsoft-Windows-Sysmon/Opera-
tional”;id=1;} |

Where {$_.message -like “*ParentImage: C:\Windows\System32\inetsrv\w3wp.
exe*”} |

%{ $_.properties[4]} | Sort-Object -Property value -Unique
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-a always,exit -F arch=b32 -F uid=XX -S execve -k apacheexecve
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service auditd restart
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